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Mandate / PPP

+
SCHWEIZERISCHER BUNDESRAT Beschluss
CONSEIL FEDERAL SUISSE Décision  20. August 2003
CONSIGLIO FEDERALE SVIZZERO Decisione

Create and operate a Reporting and Analysis Centre for Information
Assurance MELANI with the purpose to protect Swiss Critical
Infrastructures from Cyber-Attacks
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MELANI

Public Sector
PME and citizens

www.melani.admin.ch

Science and Research
- Universities
- Technical colleges

IT Industry
-Microsoft

- Google

-Avira

- F-Secure....

g

i

International Relationships

- Interpol Government
- Europol CERT's
EGC

FIRST
Forum of Incident Response
and Security Teams

Other Governments
- CPNI

High Tech Crime Units
- Club de Berne

- BSI
- A-SIT
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191 companies within the Closed Constituency (as of: 2016-06-03)
ﬁ Emergency Services ’ Chemistry / Parmaceutics ! Energy g Finance

’ Health Care ’ Industry 4 Media Q Armament r; Telecommunication

? Transportation/Logistics ? Insurance Companies ? Government (federal/cantonal/cities)

FITSU/FIS

Reporting and Analysis Centre for Information Assurance MELANI Cybersecurity in Critical Infrastructure / 13.10.2016 / D. Rudin

L

T\ /O MELANI



Y Public Products: Semi annual report

Raperting ana Anaryee Centre for inform stion & e snce MELLse

Semi-annual report 2015/ (January — June)

@ MELANI
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Y Public Products: Newsletters and Papers

Checkliste und Anleitung

Massnahmen zum Schutz von Industriellen
Kontrolisystemen (ICS)

29. Oktober 2013
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Y Public Products: GovCERT.ch Blog

Swiss gency Team

Fomesae | Contact Lounan

GovCERT.ch Blog | Whitepapers | Report an Incident | Statistics.

Analysing a new eBanking Trojan called Fobber
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Y Public Products: antiphishing.ch

L_ NS N B Home | About |

Did you receive a phishing e-mail?

Forward it to reports{at)antiphishing{dotich

Arttention: This mailbox is being processed by a machine in an automated way_ If you have an inquiry and / or wish to
receive a feedback from MELANI, please use reply{at)melani[dot]admin[dotjch instead or use our reporting form

Have you found a phishing site?

Report phishing websites using the following web form

=

About antiphishing.ch

antiphishing.ch is operated by the Reporting and Analysis Centre for Information Assurance MELANI| of the Swiss Federal
Administration. The goal is to provide users a simple and easy way to report phishing attempts
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U Current Situation
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Y Cyber Actors

Nation States
Terrorism

Organised Crime

Hacktivism

Vandalism
Script Kiddies
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Ransomware

Recycle Bin

I IMPORTANT INFORMATION !

vree..| All Of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

1. http://twbers4hmi6dx65f.tor2web.org/66CCAB8AD05BFOAF

2. http://twbers4hmi6dx65f.onion.to/66CCABSAO05BFOAF

3. http://twbers4hmi6dx65f.onion.cab/66CCABSAOOSBFOAF

If all of this addresses are not available, follow these steps:
. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: twbers4hmiédx65f.onion/66CCABSAO0SBFOAF
4. Follow the instructions on the site.

I Your personal identification ID: 66CCABSAO05BFOAF !

e m e OW'E
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Ransomware

August 2016 FireEye

Top Affected Industry

Ingusi
Healthears
Telecom
Transportation |
et et ring
Service Provider I .
AerospacelDetense Co. |
oreve- |
Financial Servi co: |
Govermment: Federal [ :
Enfertainment'MedialH.
Servicea/Consulting
Insuranc: I
High-Tec |
Education
Ratal
Energyitilities [INEGIGINIGNGN—
Government: State & L [N
Legs NN
Saftware Development NG
ELommerce NG

0.02% 0.05% 0.1% 0% 0.5% 1% 2% 5% 1% 2% aie 100%
% of Tolal Detection Count

FITSU/FIS ,
Reporting and Analysis Centre for Information Assurance MELANI Cybersecurity in Critical Infrastructure / 13.10.2016 / D. Rudin S



Y Social-Engineering
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Data Breaches

DATA BREACHES

DATA RECORDS LOST OR STOLEN IN FIRST SIX MONTHS OF 2015

Data Records Lost/Stolen by Industry

31%
o | T
o REéORDS’
Healthcare 15%)

84,426,026 Technology

RECORDS 37,493,525
RECORDS
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Y DDOS
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KrebsOnSecurity Hit With Record DDoS
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Y Internet of Things (loT)

0 5 g

loT Home Routers Botnet
Leveraged in Large DDoS Attack

& NvyiE | sucurinet

25000 CCTV Cameras Hacked

Massive DDoS Attack Launched
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Y Internet of Things (loT)
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Y Why is the adversary still winning?

Klopapier ist teurer als
IT-Sicherheit
gjicjlﬁ:nilipapierausalsﬁirITfSicherheit_Aberesgfbtauch Monthly COSt (average per Capita):
1 | ~ Toilet Paper: Fr. 4.60
E-Mail-Security: Fr. 2.70
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Y Protection vs. Detection vs. Response

N

Protection
o

Detection -<‘~"' Response
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Y ‘Defense in Depth’
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Change of Perception?
-“_‘_
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Thank you for your attention

Daniel Rudin
Sector Advisor Schwarztorstrasse 59
ICS MELANI / GovCERT.ch 3003 Bern
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